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Japan Airlines Delays Flights After 
Cyberattack
Japan Airlines operations were disrupted by a 
cyberattack, causing delays to both domestic and 
international flights.Full Story

FBI attributes largest crypto hack 
of 2024 to North Korea’s 
TraderTraitor
The biggest crypto heist of 2024 was conducted by 
seasoned cybercriminals working on behalf of North 
Korea’s government, according to the FBI. Full Story

Hackers Release Second Batch of 
Stolen Cisco Data
Hackers have released what they claim to be the 
second batch of data stolen in the alleged Cisco 
data incident from October.Full Story

Texas-based credit union reports 
data breach
Live Oak, Texas-based Randolph-Brooks Federal 
Credit Union has reported a data breach that has 
potentially exposed the personal banking 
information of 4,607 customers. Full Story

Nearly 6 million people were 
impacted by ransomware attack on 
Ascension Health
Catholic healthcare giant Ascension Health has 
warned almost 6 million people that their information 
was accessed by hackers in a ransomware attack 
against the organization earlier this year. Full Story

Ransomware strikes Telecom 
Namibia
Namibia's state-owned telecoms company has 
fallen victim to a ransomware attack resulting in 
the leak of sensitive customer data on the dark 
web, including reportedly information about top 
government officials. Full Story

https://www.nytimes.com/2024/12/25/business/japan-airlines-cyber-attack.html
https://therecord.media/fbi-largest-crypto-hack-2024-tradertraitor
https://hackread.com/hackers-release-second-batch-of-stolen-cisco-data/
https://www.expressnews.com/business/article/data-breach-rbfcu-randolph-brooks-credit-union-20002047.php
https://therecord.media/nearly-six-million-affected-ransomware
https://www.bbc.com/news/articles/ce3l509e6x7o


450K students affected in Salt 
Lake City, Utah school district 
breach
Granite School District in Salt Lake City, Utah 
revealed that the records of 450,000 current and 
former students were illegally accessed. Full Story

Russia conducted mass 
cyberattack on Ukraine's state 
registries, deputy PM says
Russia has carried out a mass cyberattack on 
Ukraine's state registries, Ukrainian Deputy Prime 
Minister Olha Stefanishyna said. Full Story

Nigerian Bureau of Statistics 
Website Hacked
The Nigerian Bureau of Statistics Dec. 18 posted 
on X "This is to inform the public that the NBS 
Website has been hacked and we are working to 
recover it.Full Story

UK's National Museum of the 
Royal Navy hit by cyberattack
The National Museum of the Royal Navy is the 
victim of a ransomware attack. The museum 
became aware of the attack. Full Story

North Korea-linked hackers 
accounted for 61 percent of all 
crypto stolen in 2024
Alongside the rising adoption and value of crypto 
assets, theft is also on the rise. This year, the total 
value of cryptocurrency stolen surged 21 percent, 
reaching a substantial $2.2 billion. And according to 
a Chainalysis report released. Full Story

Japanese publisher Kadokawa 
paid $3M to Russia-linked hacker 
group after cyberattack
A Russia-linked hacking group e-mailed multiple 
executives of Japanese publisher Kadokawa 
Corp. that it had received $2.98 million in 
cryptocurrency. Full Story

https://www.fox13now.com/news/local-news/northern-utah/450-000-students-affected-in-granite-school-district-security-breach
https://www.yahoo.com/news/russia-conducted-mass-cyber-attack-224507698.html
https://africa.businessinsider.com/local/lifestyle/hackers-intensify-attacks-on-nigerian-government-websites-seize-nbs-platform/0zdk4gl
https://www.museumsassociation.org/museums-journal/news/2024/12/national-museum-of-the-royal-navy-hit-by-cyber-attack/
https://techcrunch.com/2024/12/19/north-korea-linked-hackers-have-hit-a-new-peak-accounting-for-61of-all-crypto-stolen-in-2024/
https://mainichi.jp/english/articles/20241212/p2g/00m/0na/035000c
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0246706b52e832c9bf249eee507e092a18d78a6dbb0b9be5542cb119d1e11a68 Trojan Malicious 70

ec7c6ed4bf57cb7cc4c6d39b71296d71632abf2a1a41bb0f558cfc048e5d0682 Worm Malicious 76

0ba02eb39f93e0b5b408d77ee9937847f4de2244120b3af3f41f8e3425c9281c PUP Malicious 70

36c2f19f74e8768e03b6874f5f82a75120af2719f64d336ea1799fde43a49ee3 Adware Suspicious 31

77200156d4773175d341aad11ab23bd52445065cd95060348da17d083dc27688 Adware Malicious 72

833064195b0c96bce9a8c00dc95df6bd9fce1092c1260ba0e877810bfc44b0aa Trojan Malicious 72

92ac070bf5043da54d7b13e85a4f8ca75432c16d7817e3395823c0db2eb9030c Adware Malicious 71

a18e6c7d40562c71137e8c84e75f37a11a850c160c491b9711d806be3fe37119 Trojan Malicious 65

daebf367ce0b1367b552f08ac556ffc377ce92b848ada3d7c59c0eb37cc305d1 Adware Malicious 75

10447d10cf9a179fa857908bfda82e66feebcfd0a87daa8c718b6d0d33436548 Trojan Malicious 70

11e6e6bbb41e1198fd68949108d406bc3a5a2723995f9ecf0067c6c990b18ee4 Trojan Malicious 71

dc65f663cb14a23b674e0e81a4a0de0e8f541ec53a2afccdd13891f7e3e86ef6 Trojan Malicious 70

3dc169f5dde36d99b6990b8cd967eb84c0c154d502c92e4084f8554dade49d61 Trojan Malicious 71

dd05cf67af426d1d42adfdafb0ab31a919383e99c87e67f0ebcf0e36364721cd Trojan Malicious 70

78200a20e58b68aeb0fbdd2eccb5a8eeeceb03e42ac53859ed166866c23f5c79 Trojan Malicious 71

8c9420a2d8cd290ad5bd527963ec2d3673192cac2079f3a139ce16d9f42d2eda Trojan Malicious 70

ad070ace53411cc27275fa1ddb6c80cc04b8431a8726e704d11e784b580e3e5c Hacktool Malicious 72
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info@huki.verk1.com Phishing Unknown -

https://app.us-navan.com/ Phishing Unknown -
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45.141.87.137 Brute Force Unknown -

45.141.87.218 Brute Force Suspicious 35

37.77.56.246 Brute Force Unknown -

204.8.98.15 Brute Force Unusual 24

134.19.179.163 Brute Force Suspicious 30
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