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Cyberattack temporarily blocks 
Israeli credit card payments
An Israeli clearing company was targeted in a 
cyberattack leaving some people unable to use 
their credit cards to shop in stores for several 
hours. Full Story

Nigerian gets 10-year sentence for 
stealing $20 million through Email 
scams
A Nigerian national was sentenced to 10 years in U.S. 
federal prison for stealing almost $20 million from 
hundreds of people through cyber fraud. Full Story

Outages impact Washington 
state courts after ‘unauthorized 
activity’ detected on network
A potential cyber intrusion is causing outages 
within court systems across the state of 
Washington this week. Full Story

North Korean Hackers Target 
Crypto Firms with Hidden Risk 
Malware on macOS
A threat actor with ties to the Democratic People's 
Republic of Korea (DPRK) has been observed 
targeting cryptocurrency-related businesses with a 
multi-stage malware capable of infecting Apple 
macOS devices. Full Story

Portsmouth among U.K. 
councils hit by cyberattack
The U.K. Portsmouth City Council has 
become the latest local authority to be hit 
by a cyberattack. Full Story

INTERPOL Disrupts Over 22,000 
Malicious Servers in Global 
Crackdown on Cybercrime
INTERPOL said it took down more than 22,000 
malicious servers linked to various cyber threats 
as part of a global operation. Full Story

https://www.timesofisrael.com/ddos-cyberattack-temporarily-blocks-israeli-credit-card-payments/
https://therecord.media/nigeria-national-twenty-million-scams
https://therecord.media/outages-washington-courts-cyber-activity
https://thehackernews.com/2024/11/north-korean-hackers-target-crypto.html
https://www.bbc.com/news/articles/cly2jyvx55do
https://thehackernews.com/2024/11/interpols-operation-synergia-ii.html


Truth Terminal founder’s X 
account hacked, $600K stolen
The developer behind the AI-powered X 
account Truth Terminal appears to have 
been hacked to shill a spurious meme coin, 
with the attackers clearing over $600,000 
from the endeavor. Full Story

Schneider Electric Cyber 
Incident. Hacker Claimed To 
Steal 40GB Of Data
Schneider Electric said in a statement to CRN that 
it was “investigating a cybersecurity incident 
involving unauthorized access to one of our 
internal project execution tracking platforms.” Full Story

Peru's Interbank reports data 
breach potentially affecting 
2M+ customers
Interbank acknowledged a massive hack in its 
banking system affecting more than 2 million 
customers. Full Story

Canada Arrests Man Suspected of 
Hacks of Snowflake Customers
Canadian authorities have arrested a man suspected 
of being behind a string of hacks involving as many as 
165 customers of Snowflake Inc., according to people 
familiar with the matter. Full Story

Amazon confirms employee 
data stolen after hacker claims 
MOVEit breach
Amazon has confirmed that employee data was 
compromised after a “security event” at a third-
party vendor. Full Story

New England grocery stores, 
pharmacies impacted by 
cyberattack
Stop & Shop locations have been the target of a 
cybersecurity attack, Parent company Ahold Delhaize 
detected a “cybersecurity issue” within their U.S. 
systems, notified law enforcement and began an 
investigation. Full Story

https://cointelegraph.com/news/truth-terminal-founder-x-account-hacked-promotes-scam-memecoin
https://www.crn.com/news/security/2024/schneider-electric-investigating-security-incident-after-reported-hacker-claims
https://elpopular.pe/actualidad/2024/10/30/interbank-hacker-revela-el-motivo-por-el-cual-filtro-los-datos-de-usuarios-el-banco-no-ha-cumplido-con-sus-promesas-1594590
https://www.bloomberg.com/news/articles/2024-11-05/hacker-said-to-be-behind-breach-of-snowflake-customers-arrested?embedded-checkout=true
https://techcrunch.com/2024/11/11/amazon-confirms-employee-data-stolen-after-hacker-claims-moveit-breach/
https://www.boston.com/news/local-news/2024/11/11/new-england-grocery-stores-feeling-effects-of-cyber-attack/
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302a0632a178a3d3b7f96cb8f53bfd66b17b53af200a343628b1bc7a34848b6c Malware (Trojan) Malicious 80

7c11773cb1e4e197628838d5372c315bebb463d53cb490fcc130b6a2d4b92898 Malware (Trojan) Malicious 75

ad070ace53411cc27275fa1ddb6c80cc04b8431a8726e704d11e784b580e3e5c Hacktool Malicious 72

f662be61eee7c3d2849e1c734b3b83e9e25fa4e873c7352852130f0c0ceb98af Malware (Trojan) Malicious 71

92ac070bf5043da54d7b13e85a4f8ca75432c16d7817e3395823c0db2eb9030c Adware Malicious 78

e51d70e025e061bfe852cc6f9c8b61d725b0f69ef3ab895ec7d25847b4033527 PUP Malicious 70

dedaeeb0a207e877bba629dd8138366a8487307667afbf28405a0692f9e94bd8 Hacktool Malicious 66

67a83585303539318306d9ec61254474bf4335ef8ba724a64e9547bb52cc34b5 Malware (Trojan) Malicious 72

36c2f19f74e8768e03b6874f5f82a75120af2719f64d336ea1799fde43a49ee3 Adware Malicious 71

40228faee1c9b862483968af6312243ddfd111251b7422acfa7be64bda544878 Adware Malicious 82

d52617a406682a64842a662ba2c5fb6afe277bf4707efc178fc14e70934c903f Malware (Trojan) Malicious 75

77200156d4773175d341aad11ab23bd52445065cd95060348da17d083dc27688 Adware Malicious 73

833064195b0c96bce9a8c00dc95df6bd9fce1092c1260ba0e877810bfc44b0aa Malware (Trojan) Malicious 72

3475ec4cceb03043f480ca0bcbc737aa7bb0bb4422d1e990517a5e7bc0111c3c Malware (Trojan) Malicious 65

3c0bd30009f4c97bb96742dbb873efc062a111bf6f4a39b808471310628bb42d Malware (Trojan) Malicious 75

12b985e90c4b05fe63bd4a976ec121331cefc6375221f605d5a56ae67379da75 Adware Malicious 75

afc118ca9b161f9b2439a63c84a1a172d6e854540aa8a24538ac73e83a09273b PUP Malicious 70

ae50c71517182c9773bb138745f10a643b1215078ede439b2b3adb486a9cfb14 Hacktool Malicious 78

1677bc66ed7f88e9c69b31b50b5cc8a92466f01db7f422c06ae5632ec19437ef Malware (Trojan) Malicious 71
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https://emailpro.supronat.top Phishing - -

https://emailpro.supronat.top/
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